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Abstract

To guarantee safe deployment of existing and future Al systems, we must be able to iden-
tify, understand, and mitigate deceptive Al behaviors. Here, we draw on decades of inter-
disciplinary deception research to discuss a set of cognitive capabilities that enable explicit
deception—deliberate attempts to induce a false belief in another agent. These capabilities
include intentionality, theory of mind, world modeling, and language fluency. Our framework
provides a principled way to differentiate explicit deception from implicit deceptive behaviors,
which may rely on a different set of capabilities and therefore require their own identification
and mitigation strategies. Thus, a capability-focused approach provides a promising avenue
for designing effective, case-specific monitoring and intervention strategies for Al systems.

1. Introduction

Rapid developments in artificial intelligence (Al) raise numerous questions about the po-
tential of Al models to do harm. Of particular concern is the potential of these models to deceive
humans [|1]. An AI model that induces false beliefs in a human user is harmful both in the short
term (doing a disservice to the user) and in the long term (evading human control and pursuing
objectives that might harm humanity [2} [3]). Developing a framework for detecting and under-
standing Al deception is therefore essential for safe and reliable Al deployment [4]].

Al models today already show some signs of deceptive behaviors: they can fake align-
ment under perceived monitoring [5], deny earlier policy violations when audited [|6], and hide
the reasoning behind risky decisions [7]]. Although these behaviors are routinely grouped under
deception, they may each depend on different underlying capacities or mechanisms.

Following classic work in the animal deception literature [8]], we draw a distinction between
deceptive behaviors at varying levels of sophistication (Figure|[T)). In this paper, we primarily focus
on the highest level of deception, which we term explicit deception. These are behaviors driven
by an explicit internal goal to induce a false belief in another agent. Explicit deception is distinct
from implicit forms of deception — characterized by Mitchell’s first three levels (Section [2) —
where false beliefs are induced in another without the agent planning for that to happen, simply as
a consequence of the agent’s built-in or learned behavioral patterns.

Our central claim is that successfully carrying out explicit deception relies on specific
deception-enabling capabilities: cognitive capacities that underlie or substantially enhance the
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Figure 1: The capabilities required for an Al model to deceive vary depending on the decep-
tive behavior’s level of sophistication. We extend Mitchell’s framework for characterizing animal
deception to Al systems, allowing us differentiate forms of Al deception with varying levels of
complexity. Top: Mitchell’s levels of animal deception and their Al parallels. Bottom: explicit de-
ception employs a set of cognitive capabilities to plan (intentionality), model others’ beliefs (theory
of mind), simulate the environment (world modeling), and communicate (language fluency).

ability to deceive. By identifying and evaluating these capacities, we can develop a more precise
account of how Al systems may deceive and determine which models are capable of specific decep-
tive actions. Building on the deception literature from human cognitive psychology, we distinguish
four deception-enabling capabilities: intentionality, theory of mind, world modeling, and language
fluency (Section [3). As frontier Al systems close the gap on these capabilities, research focus
should shift towards a mechanistic and causal understanding of how they are employed during
deception, with the goal of developing robust, mechanism-aware deception monitoring systems.

2. Levels of Deception

The idea that deception exists at varying levels of complexity is not new. When Mitchell
[8]] introduced his animal-deception framework in 1986, he sought to address the growing num-
ber of observations suggesting that many animal behaviors and interactions involved deception —
what was previously thought to be a uniquely human capacity. Indeed, during that era many re-
searchers sought to organize deception according to their preferred cognitive hierarchies, typically
after meticulous observation of primates in captivity (for further discussion, see [9, 10, |11]). For
example, Chevalier-Skolnikoff [[12] attempted to classify the ontogeny of deception in non-human
primates by mapping her behavioral observations onto Piaget’s developmental sensorimotor in-
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telligence series [13]]. In this hierarchy, behaviors range from involuntary and stereotyped at the
lowest level to insightful and mentalistic.

Today, deception can be found not only in humans and other animals but also in Al sys-
tems, and it can similarly take on multiple forms. By some reports, even the ELIZA chatbot of
the 1960s—an Al system with fixed, pre-programmed behaviors—misled human users[|14, [15].
Contemporary Al systems are significantly more complex and not strictly rule-based: they learn
their behaviors through feedback they receive during training, often in complex regimes. Their
deceptive behavior may arise through a variety of mechanisms, including reproducing deceptive
patterns encountered during training or following a reinforcement learning policy that effectively
deceives others without explicitly representing their mental states. Like earlier researchers of an-
imal deception, modern Al safety researchers have recognized this plurality, offering a variety of
deception taxonomies [[16} 17, 18]. Of particular note is the framework proposed by Smith et al.
[19]], which adapts Mitchell’s four-level deception framework into three levels of Al deception:
passive deception, conditioned deception, and complex deception.

In this work, we too draw on Mitchell’s framework. Whereas Smith et al. [[19] combine
Mitchell’s second and third levels, we retain the original four-level framewor and draw parallels
between animal and Al deception at each level. At Level 1, the misleading behavioral patterns are
continuously present and cannot be modified. Examples include animals with natural camouflage
and pre-programmed Al chatbots such as ELIZA. At Level 2, the deceptive behavior is reflexively
but conditionally activated. This type of deception occurs, for instance, when Photuris fireflies
mimic the mating signals of Photinus fireflies [20] and when LLMs reproduce falsehoods encoun-
tered during pre-training [21]. At Level 3, deception exploits learned behaviors without necessarily
modeling the mental states of other agents. This level encompasses learned concealment and dis-
traction among primates [9]] and strategic bluffing by the poker-playing Al Pluribus [22]. Finally,
at the fourth level, we have explicit deception: behaviors driven by an explicit goal to induce a
false belief in another agent.

Explicit deception is especially useful in flexible, changing environments, where accurate
models of the world and another agent’s mind are critical for success. However, when deception
can be achieved by exploiting simpler regularities, such as cognitive biases shared by many hu-
mans, a model may succeed through much less sophisticated internal mechanisms. In fact, the
same deceptive behaviors may fall at different levels of deception depending on their underlying
mechanisms (Box [I)). Thus, a mechanism-focused characterization is necessary for a comprehen-
sive assessment of deceptive behavior.

3. Cognitive Capabilities that Enable Explicit Deception

Explicit deception, by definition, requires intentionality and some capacity to represent the
target’s mental state. Its effectiveness and flexibility may be further enhanced by the ability to

ISmith et al. [[19] combine Mitchell’s second and third levels under the label of “conditioned deception” be-
cause they see no “meaningful distinction for AI behavior”” We nevertheless retain the distinct levels due to
their correspondence with deceptive mechanisms acquired during pre-training versus those shaped through post-
training/reinforcement learning, respectively. The latter supports more flexible and context-sensitive deceptive strate-
gies. We acknowledge that Levels 2 and 3 can often be difficult to distinguish from model behavior alone (Box [I)),
making their combination practically convenient. However, because they arise from different mechanisms and may
require different interventions, we treat them separately.
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Box 1: Determining the Sophistication of Deceptive Behaviors

A substantial portion of Al deception research focuses on uncovering, characterizing,
and naming deceptive behaviors that future systems may exhibit. This work has identified
several phenomena now central to the Al deception literature, including sycophancy (ex-
cessive agreement and flattery), sandbagging (deliberate underperformance on evaluations),
scheming (covert pursuit of misaligned goals), and alignment faking [23} 24, 25, |5]. These
behavioral categories are useful, but they do not by themselves establish whether the ob-
served behavior constitutes explicit deception.

Consider sycophancy. Current evidence suggests that sycophantic responses in today’s
LLMs (“This is a brilliant idea!..”) arise from training signals that reward agreement with
users, rather than from an explicit intention to manipulate their beliefs [23]. If true, then
the underlying mechanism requires little or no representation of the user’s mental state and
can be categorized as Level 3 deception. However, a more capable system could deploy
the same sycophantic behavior intentionally by flattering or agreeing with a user in order to
influence their decisions, which would constitute explicit deception (Level 4). The observ-
able response would remain similar even as the underlying mechanism shifts from learned
pattern reproduction to goal-directed manipulation.

Gupta et al. [26] highlight this problem in Al safety research, arguing that observations
of deceptive behaviors support claims about what a model does but do not establish that the
model possesses intentions or sophisticated, human-like reasoning processes. Determining
whether a behavior constitutes explicit deception would instead require concrete evidence
that distinguishes intent-sensitive processes from simpler alternatives.

This difficulty resembles a longstanding challenge in animal cognition research, where
a given behavior observed in an animal can, too, often be attributed to either simple or com-
plex underlying cognitive mechanisms. Morgan’s canon [27] cautions researchers against
ascribing complex cognitive capacities to animals when simpler psychological mechanisms
can adequately explain their behaviors. This principle could be extended to Al deception:
a lower-level explanation must be considered before categorizing a deceptive behavior as
explicit.

However, in the high-stakes context of potential Al harm [28]], demanding that lower-
level explanations must be ruled out before taking action may itself be harmful: by the time
the field is certain about the mechanism, the Al systems might have already done irreparable
damage. Thus, for the purposes of effective Al regulation, it would be prudent to exercise
the precautionary principle and consider explicit deception as a potential mechanism even
before the evidence for it is conclusively established [29].

simulate the environment, both current and future, as well as the ability to craft effective deceptive
statements. We therefore focus on four deception-enabling capabilities: intentionality, theory of
mind (ToM), world modeling, and linguistic fluency. In contemporary Al models, these are often
studied in the context of flexible goal-directed control [30, 31], representations of other agents’
mental states [32} [33]], world knowledge and model building [34, 35], and sophisticated linguistic
and pragmatic competence [36} [37]], respectively.
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Rather than being all-or-nothing, these capabilities exist on a continuum, and their sophis-
tication can influence the flexibility and success of deceptive behavior. For example, the ability to
model first-order beliefs—an indication of minimal ToM capacity—may be sufficient for explicit
deception. However, Al systems that can track higher-order beliefs—beliefs about the beliefs of
others—are more likely to achieve their deception. Intentionality, world modeling, and linguis-
tic fluency can likewise vary in sophistication, with more advanced forms supporting deception
across unfamiliar situations, longer time horizons, and more complex interactions. Synthesizing
findings from cognitive science, psychology, linguistics, and Al, we survey each capability below
and consider how its sophistication contributes to explicit deception.

3.1. Intentionality

We define intentionality as an agent’s capacity for deliberate actions. It can be broken down
into (i) having an internal goal, (i1) generating a plan to achieve that goal, and (ii1) acting accord-
ing to that plan. This framing does not require claiming that LLMs literally possess human-like
intentions [38]]. Instead, it motivates several research questions: Are there internal representations
corresponding to goals and plans? Do these representations guide goal-directed actions? Can the
agent selectively initiate or suppress those actions?

In the current Al literature, questions concerning the representations of an agent’s goals
map most closely onto the notions of goal-directedness and planning. Goal-directedness is an
agent’s ability to use available resources and capabilities to achieve a given goal [30]], while plan-
ning is the ability to devise a sequence of actions to achieve a goal [39]. Previous attempts to
operationalize intentionality, goal-directedness, and planning for evaluation in Al systems [40, |41,
42| have generally been limited in scope (for example, focusing on formal causal models) or in the
number of models studied.

Despite the limitations of available evaluations, existing evidence from Al does indicate
increasing levels of goal-directedness [30] and improved performance on planning benchmarks
[43]]. In a particularly notable example, Arghal et al. [31] assess goal-directedness in an Al system
navigating in a fully observable grid world, examining both behavior and internal spatial and plan-
ning representations. Behaviorally, they found that the agent behaved robustly under difficulty-
preserving transformations. Internally, the agent encoded coarse cognitive maps and multi-step
plans that became focused on immediate actions during reasoning. This combination of behavioral
and representational evidence provides a richer account of goal-directedness than performance
alone, revealing not only whether an agent reaches its objective but also how that objective is
internally represented and pursued.

Another construct relevant to intentionality is executive control—an agent’s ability to flex-
ibly initiate, select, or suppress actions in accordance with its goals. A fully reactive behavior,
e.g., blinking after hearing a loud noise, is not considered intentional. Conversely, choosing not to
blink in a staring contest is an example of exercising executive control. In Al, successful control of
one’s actions would enable these systems to intentionally provide unfaithful explanations of their
reasoning [44]], selectively underperform on evaluations [24], and evade activation monitors [45].
However, these behaviors do not by themselves establish that models are intentionally executing
goal-directed plans: for instance, unfaithful explanations may arise as a side effect of model’s
training, without the model “choosing” to present an unfaithful explanation.

There is, therefore, a pressing need to characterize the relationship between deceptive be-
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haviors and intentionality-related capabilities, such as goal-setting, planning, and executive con-
trol. Determining whether a model deceives intentionally will require examining whether and how
it represents its goals and how it translates goals into actions.

3.2. Theory of Mind

Theory of mind (ToM) is the ability to reason about other agents’ mental states, including
their beliefs, desires, and intentions [46} 47, 48]. According to our definition, explicit deception
requires some capacity for ToM, as it involves intentionally altering another agent’s beliefs. Thus,
to carry out explicit decision, the model needs to reason about another agent’s (i) current mental
state, (ii) desired mental state, and (iii) predicted mental state after a particular action (e.g., a lie).

Whether LLMs today possess genuine ToM capabilities remains an unresolved debate. On
one hand, models perform strongly on diverse social reasoning benchmarks evaluating specific as-
pects of ToM: information-asymmetric dialogue, narrative mental-state tasks, higher-order belief
reasoning, and dynamic belief tracking [32} 33, 49, 50]. Furthermore, newer Al models are con-
sistently saturating these benchmarks and, in some settings, surpassing human baselines 51} 52,
53, |54]. On the other hand, stress tests suggest that LLM performance is brittle and may rely on
shallow heuristics rather than robust ToM reasoning [55, |56] (although replication of such stress
tests on newer models remains sparse).

Mechanistic interpretability studies provide some evidence that self- and other-belief states
can be decoded from the model activations and that they causally influence performance on ToM
benchmarks [57, 58]. More recently, Prakash et al. [59] uncovered a recurring internal algorithm,
dubbed the lookback mechanism, that Al models use to solve simple ToM tasks.

Direct evidence linking ToM to LLM deception remains limited, but Hagendorff [[60]] stands
out as a notable example. The study evaluates models on false-belief tasks, commonly used to
evaluate ToM in psychology, and on matched deception tasks requiring a choice between decep-
tive and non-deceptive actions. To compensate for the models’ lack of deceptive intent, the models
are prompted with objectives that could only be achieved via deception. Across the ten models
evaluated, Hagendorff [60] found that performance on false-belief and deception tasks was sig-
nificantly correlated. That said, GPT-4 (the largest studied model) performed well on false-belief
tasks but struggled with more complex deception tasks, suggesting that successful deception may
require capacities beyond false-belief understanding.

Future Al deception research should extend the approach of Hagendorff [|60], first isolating
and independently evaluating ToM capacities, then measuring the deceptive behavior of interest,
and finally investigating the relationship——and ideally the causal connection——to that behavior.

3.3. World Modeling

To successfully deceive, the model needs to simulate not only another agent’s mind but also
the model’s own environment. What is the model’s current and desired state? How will another
agent influence the environment under a certain belief set: will it bring the model closer to a desired
state or move it further away? If the model intends to deceive an agent, what false accounts of the
world are even plausible?

World modeling, like theory of mind, relies on building an internal model and updating it as
new information comes in. However, at least in humans, world modeling seems to rely on distinct
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cognitive capacities. People with autism can show selective impairments on intuitive psychology
but not intuitive physics [61], whereas the reverse is true for people with Williams syndrome [62].
In the brain, modeling the physical world recruits an intuitive physics network [63] and modeling
others’ beliefs recruits theory-of-mind-specific regions [[64]]. Modeling a broader situation, such as
eating at a restaurant or boarding a plane, recruits the default brain network [65]], which is adjacent
to, but distinct from, theory of mind areas [66]. Thus, world modeling and theory of mind should
both be considered distinct capacities when studying deception-enabling capabilities.

World modeling has become a popular topic in Al [34} 67, |68]. Research has shown that
LLMs have some ability to model the world in response to task demands [69]]. Additionally, the
overall alignment between the distributional representations in language and perceptual modalities
such as vision enables LL.Ms to learn implicit world models simply by tracking statistical regu-
larities in their input [70]. However, language models exhibit impaired knowledge of the physical
world relative to social knowledge [35] and might only be building partial models to satisfy their
training objectives [69]]. Drawing an explicit connection between world modeling and deception
will enable researchers to better characterize what kinds of deception a model may or may not be
capable of.

3.4. Language Fluency

Explicit deception is certainly possible without language (think heading down path A but
changing to path B once out of sight). However, language provides a rich array of tools for inducing
false beliefs. Thus, linguistic fluency substantially expands the potential for deceptive behavior.

Explicit deception via language should not be conflated with lying. Humans commonly
deceive without lying by leveraging their pragmatic competence—the ability to manage the gap
between literal sentence meaning and communicated meaning [71, 72, [73]]. Gricean pragramatics
[74]], a classic framework in linguistics and philosophy, states that listeners infer more than the
literal contents of an utterance: they expect their conversation partner’s statements to be not only
truthful, but also informative (conveying information in full), relevant, and clear. A deceiver can
exploit these expectations through implication, omission, framing, ambiguity, hedging, or selective
emphasis. Paltering, for example, is the use of truthful statements to create a misleading impres-
sion [[75]], whereas strategic omission is the withholding information needed for accurate belief
formation.

Theories of deceptive communication formalize this view more broadly. Information Ma-
nipulation Theory treats deception as the manipulation of conversational information along Gricean
dimensions of quantity, quality, relevance, and manner [71} [72]. Interpersonal Deception Theory
further emphasizes that deception is interactive and adaptive, with deceivers adjusting their com-
munication and impression management in response to a target’s reactions [[/6]]. Together, these
accounts frame linguistic deception not simply as the production of false sentences, but as the
strategic management of communication to shape another agent’s inferences.

As language-native systems, LLMs possess sophisticated linguistic capacities. Their for-
mal competence—appropriate use of grammatical rules and patterns—is impeccable, at least in
languages well represented in their training data [36]. Their pragmatic competence is also non-
trivial, although so far it is lower in Al than in humans [77, 78, |37]. Direct evidence linking
pragmatic competence to deceptive behavior remains limited, although controlled studies have
demonstrated LLMs’ ability to lie, i.e., to produce false statements despite having demonstrable
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Table 1: A capabilities-based strategy for mitigating intentional deception. The top row shows
a step-by-step plan for linking a specific capability to deceptive behavior. The bottom row shows
some common techniques for carrying out each step (we expect more techniques to become avail-
able in the future).

1. Evaluate 2. Understand 3. Detect deception 4. Develop prevention and
capabilities the mechanisms signatures intervention methods
Benchmarking & Representation &  Internal probes & Output suppression &
controlled . . . .
) circuit analysis chain of thought steering
experiments

knowledge of the truth 79} |6]. Recent work has further attempted to categorize lies according to
the object of belief targeted by the lie and the reason for lying [80]. However, these dimensions
align more closely with world modeling (Section[3.3]) and intentionality (Section[3.T)), respectively,
and do not capture the linguistic and pragmatic forms through which lies are communicated.

The distinction between lying and pragmatic deception has important implications for Al
deception research. For instance, instructing a model to be truthful may force it to switch from
outright lies to technically true but misleading statements, without decreasing its deceptive be-
haviors. Similarly, evaluations that check only the truthfulness of individual claims may miss
pragmatic deception entirely. Thus, future research should extend theories of deceptive communi-
cation to analyze how Al models modify their outputs to deceive others, whether by lying or by
other means.

4. Toward a Capabilities-Based Understanding of Deception

A thorough understanding of deception-enabling capabilities is necessary to pinpoint and
mitigate the mechanisms driving deceptive behaviors. Simply uncovering instances in which a
human was misled by a model falls short of this goal [19]. As we discussed, an LLM may induce
a false belief by reproducing a behavior instilled during finetuning, following a reinforcement-
learning policy that rewards misleading outputs without representing another person’s mental state,
or intentionally attempting to alter the person’s beliefs. Evaluations and detectors that collapse
these cases into a single binary category overlook the fact that each mechanism may have its own
set of behavioral and internal signatures; consequently, monitoring strategies developed for one
type of deceptive behavior may not generalize to others [81, [82]]. Attempts at general-purpose
interventions for suppressing deceptive behavior have similarly produced mixed results: deceptive
behaviors may persist, generalize to other contexts, or become more effectively concealed by the
model [83] 84, 85]].

A capabilities-oriented approach (Table [I)) provides a productive research agenda that
maintains the distinction between different deceptive behaviors. Under this approach, the field
should identify and benchmark deception-enabling capabilities for each level of deception; ex-
amine its underlying internal representations; determine how those representations are recruited
during deception; and leverage these insights to develop detection, intervention, and mitigation
strategies. That said, demonstrating deception-enabling capabilities does not mean that models
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Box 2: Deception Incentives

Whether a model attempts to deceive depends not only on its capabilities, but also on its
incentives. Incentives are properties of the model’s training and environment that influence
its propensity to deceive [[86, |87]]. Researchers in animal studies, game theory, and artificial
intillegence have explored such incentives; we briefly discuss some of them below.

1. Conflicting objectives. Al systems develop a variety of goals, values, and objectives
during training. Such objectives may clash, vary in priority, and differ in how readily
they can be changed [88]]. They may also conflict with externally imposed instructions
or constraints, forcing agents to satisfy competing internal and external demands. In
such environments, an agent may be incentivized to deceive so that it can satisfy high-
priority internal objectives while still appearing to comply with external constraints
[86].

2. Open-endedness and long time horizons. Open-ended, long-term objectives may
increase the strategic value of deceptive behaviors. In pursuit of such complex objec-
tives, agents will be faced with many more obstacles, interactions, and subtasks—each
offering an opportunity for deception [89].

3. Reinforcement of successful deception. During training, agents may discover that
deceptive actions produce higher rewards than acting transparently. Such deception-
rewarding setups would increase the model’s incentive to engage in similar deception
during deployment. For example, human evaluators and preference models sometimes
favor agreement over truthfulness, increasing sycophancy [23]].

4. Zero-sum environments. Across training and deployment environments, resources
and rewards may be limited and impossible to share. Such competitive environments,
where one agent’s benefit comes at the cost of another, may promote deceptive actions
[90]. Cooperative environments, on the other hand, may promote collaboration and
information sharing.

5. Power asymmetries. Differences in agents’ ability to act directly or resist intervention
may influence whether they act overtly or deceptively. When direct actions are likely
to be blocked or punished, weaker agents may benefit from bluffing, hiding intentions,
or other forms of deceit. This dynamic is commonplace in the animal world: for
instance, subordinate macaques use concealment and distraction when competing with
dominant conspecifics [91].

will necessarily engage in deceptive behaviors. Our framework should therefore be complemented
by an examination of deception incentives present in the models’ operational and training environ-
ments (Box[2). Nevertheless, the emphasis on deception-enabling capabilities remains essential as
it may often be the only way to distinguish explicit deception from lower-level deceptive behaviors.

As models gain stronger memory, planning, tool use, and deployment stability, a capability-
focused mechanism-sensitive approach will become increasingly important. Such an approach will
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help us understand not only whether Al systems deceive, but whether they do so intentionally, how
robust their strategies are, and which internal representations enable their success. Developing
safeguards grounded in these considerations will be essential to ensure that future Al systems are
robustly aligned and honest with humanity.
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